\GROWDSTRIKE

©
g

Active Directory) XL Ea—%=CFIALETL

(3

CHELTED?

80% 350% 40%

DERETIHRBELIETITY OIS EE2E[MIC CNSDBENDA0% 1P
TATADMERAINTED, Active Directory (AD) A\ RINLT-IEAIE. IS
HEFTICREK 250 HZ & DIBEFEBRLTLES? H e85 /R ADDIKREZ
L&Ed? BHLIIHTLTS

1. 202F/RRO SRR MSA000—/VLERLAR—K 2. EMA Research Report - The Rise of Active Directory Exploits 3. EMA Research Report - The Rise of Active Directory Exploits

TPATOTATAN—ZADWEZEE]. PBLET 51
geldfABotxXa) T BHlICE>TEETHD.
FOHFESE L TCADIEETRIETY,

BZElcActive DirectoryD XJLEa—TROIIHEhCL:

HBHERYT—ERMEBTIE PAELT HOEEBEBTT I/ O —EETIE
WSO 5-BDT AV MHMAIFEICH 13DT7 AV M LUTRER VR XA
DIZDEAHTN TV STCDICH VEEEERT NS TSR ERERE]
HHo5d. EILETNTVLWED o7, RRREDBEEL9r ARt L T ULV,

SRien: Active Directory

A ZADDNA S —H B L TWARWABEED B D F 9, #4LE R D
2 3a L TR WD BHAWIEEEZEDRT > M a—2 5> TIEAD 7hHD
hEOTVO T4 IICBEE TR DLW T SDE T,

HLET FTROEZHRDGTIE EANBFERESE T —%
EFLCICETE I I TICCrowdStrike Falcon® Insight XDR M
BERDIZEIE FTTTREAIFAE T,

| IJTIORIAGZADIE 2 TITEALRY T W a—2 3 %R

Y1)a—3,32: Active Directory! ) A7 L E 21—

CrowdStrike Falcon® 2w b I+ —LIET7AT > T+ TAN—AD
WE|IXW BT FFENE) 7L A1 LDFREZIRELEX I, B8 LD
DIVRRAYSTINARATIRET D TE LITEEEDS L Falcon

o —(E ADRX YAV FO—SHRETE N TETET,
*7c. ADDIRRE#R BRESICATRIL L LB EICERIN 208D \/
B BBEMN B EARRICE T 25737 > U1 DRI LET,

V2R ARZ17DEMFRIC L SActive Directory
JROLEa—TIld. UTH RSN FT:

S ©

ADN\AJ— ERIBRR Y WEEFICERINDA8EE oYLz 7%°o72I/LA
TREREINEILT VY DHDEBENLBHERERIC —IXNT—ERTHTY
v)LZFalcond>YV—)L ESERAE=3 LA Dy i B AN ML == RUAW &y AN = B
TR IC AR b, EFIRHNS DOXTA A 2 O-IT>F7 v b
B9 237 RN R IREDERFTIDTAT > TAT
ANR—XDWEN S B Z R
S b

ADZBRBFICRIfR{IELLTIOL T2 vILR—RAD
BRICXT T BIRERNZHNEIDHAEIETEITVLEIH?

I IVRANZAVDEFIRE DActive Directory VXY
LEa—Z1TVWEL&D —BELG2ATYTTHEED
R, RAVWLIENZD =R, BREIEREBEZ LD
BHRZASMNMCTEICENTEEXT,

Active Directory

Domain Controllers
KX >>c0—5
Falcontz> 7 —

B
ATv71 ATYT2
Active Directory J R LEa—% )T X~ UT7TRINIAVDEFIFREFER LT
Bzl Ea—

EMESIDE 5D
Vho>k

ADICX 3Bz 5L 57-8I_—Active Directory
YR LEa—=IFALIETLY,

Falcon Insight XDR%Z 9 T|c

. - IO IOFRANZA1D
_HMEADEEFRDIZE 7&:*? T@L\%é
NEBRHDIIH>TCLNET- 215‘;7?_@%6;

CIERR<TE TV,

mIAERINT-Active Directory) XL Ea—IcBNMEh=-bEkD xR

ADURILEa—I&, Tc<{TADFLWEH %=
RFELTINI LT BEITIRIESNS 1Y

1 hH HRICES TEARDVRI7Z2RLTN
D18, KEFBRATL

=SV ATAT

H®OOOm

© 2022 CrowdStrike, Inc. All rights reserved. 72U RX 512 . Falcon @O, CrowdStrike Falcon. CrowdStrike Threat Graph (&«
CrowdStrike, Inc. BFRE T3 ZETHD. REBLVOREDFTEEZBICERINTVET, IFTRIANSA7 &, €MD
BIBECY—EAR—J%ZFiEL. E=FEOHEPT—EXZHNTIENTEHDO ISV REZFERTIHEDHD T,

CROWDSTRIKE EDFREIXL—F—IINT—Z5ZXET



https://twitter.com/CrowdStrike
https://www.facebook.com/CrowdStrike/
https://www.instagram.com/crowdstrike/?hl=en
https://www.linkedin.com/company/crowdstrike
https://www.youtube.com/user/CrowdStrike
https://www.crowdstrike.jp/
https://www.crowdstrike.com/blog/identity-protection-and-the-benefits-of-a-unified-security-platform/
https://www.crowdstrike.com/blog/identity-protection-and-the-benefits-of-a-unified-security-platform/
https://www.crowdstrike.jp/resources/reports/global-threat-report/
https://securityboulevard.com/2021/11/why-86-of-organizations-are-increasing-their-investment-in-active-directory-security/
https://securityboulevard.com/2021/11/why-86-of-organizations-are-increasing-their-investment-in-active-directory-security/
https://www.crowdstrike.jp/contact-us/

