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event_simpleName IN (ProcessRollup2, SyntheticProcessRollup?2, JarFileWritten, NewExecutableWritten, PeFileWritten, EIfFileWritten)
| search *log4j*

| eval falconEvents=case (event_simpleName="ProcessRollup2","Process Execution”, event_simpleName="SyntheticProcessRollup2",
"Process Execution”, event_simpleName="JarFileWritten", "JAR File Write", event_simpleName="NewExecutableWritten", "EXE File Write",
event_simpleName="PeFileWritten", "EXE File Write", event_simpleName=EIfFileWritten, "ELF File Write")

[ fillnull value="-"

|statsdc (falconEvents) as totalEvents, values (falconEvents) as falconEvents, values (ImageFileName) as fileName, values
(CommandLine) as cmdLine by aid, ProductType

| eval productType=case (ProductType ="1","Workstation", ProductType = "2","Domain Controller", ProductType = "3","Server", event
platform = "Mac", "Workstation")

| lookup local=true aid_master aid OUTPUT Version, ComputerName, AgentVersion

| table aid, ComputerName, productType, Version, AgentVersion, totalEvents, falconEvents, fileName, cmdLine

| sort +productType, + ComputerName
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search index=main event_simpleName=Script* cid=* ComputerName="

| eval ExploitStringPresent =if (match (ScriptContent," (envlindilldap|rmilldaps|dns|corbaliioplnisinds) ") ;1,0)

| search ExploitStringPresent =1

| rex field=ScriptContent" (?i) (?<ExploitString>.?\}? (2:\$\{["}+:[-12) 2n'2\}? (2\S\{["H+:[-1?) 2d'2\}? (2ASM[H+:[-12) 2i2\? (2\$\
{N+0-12) 222\2[/1+) "

| eval HostType=case (ProductType ="1""Workstation", ProductType ="2","Domain Controller", ProductType = "3" "Server", event_platform
="Mac", "Workstation")

| stats count by aid, ComputerName, Host Type, ExploitString

| lookup local=true aid_master aid OUTPUT Version, ComputerName, AgentVersion

| table aid, ComputerName, HostType, Version, AgentVersion ExploitString

| rename ComputerName as "Computer Name", HostType as "Device Type", Version as "OS Version", AgentVersion as "Agent Version",
ExploitString as "Exploit String"

| search "Exploit String"="***"
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JR3X : How CrowdStrike Protects Customers from Threats Delivered via Log4Shell
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